
16. Thus, Pacific Bell and the other RBOCs clearly have not

thought out how to provision a fraud-resistant Call Forwarding

product. They seem not ready to acknowledge this shortcoming, or

perhaps simply choose to ignore the issue because they are in a

position where they do not bear the consequences of their

inadequately protected call forwarding products. It is not

reasonable to draw a parallel, as Pacific Bell does, between

call forwarding fraud and IXCs' calling card fraud. There is a

fundamental difference: IXCs pay the fraud costs associated with

their card fraud, and therefore are motivated to prevent that

fraud. But the RBoes do not pay the fraud costs associated with

call forwarding fraud. The IXCs pay twice -- once by carrying

fraudulent calls, on which they earn no revenue, and again, in

access charges paid to the RBOCs on the fraudulent calls. 8

Id. at 59.

8 Pacific Bell also comments about a recent "calling card
fraud operation" in which an employee at MCI stole calling card
numbers from an MCI database, and sold them for fraudulent usage.
In raising this irrelevant point about insider fraud, Pacific
Bell is attempting to divert the Commission's attention from the
much more important issue of technical fraud prevention systems.
Insider fraud could happen to any carrier and is a problem that
must be addressed by that carrier. Internal fraud is irrelevant
to the point that Pacific Bell refuses to take effective steps to
prevent fraud by other than insiders, and it is non-insider fraud
that accounts for the overwhelming bulk of the fraud costs borne
by telecommunications carriers.

Moreover, Pacific Bell's comments are based on a newspaper
article that is riddled with misinformation, including such basic
facts as the amount involved: The Ivy Lay fraud was responsible
for approximately $27M in losses, not the $50M quoted in the
press article. The quotation from Pacific Bell also says that
AT&T, Sprint, and other IXC calling card numbers were stolen. In
fact, only Mcr and LEC calling cards were involved, because MCI
does not carry calls that are to be charged to calling cards
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IV.

TFPC Recommendations Are Often Not Implemented by RBOCs

17. Despite the dominant influence of RBOCs in the TFPC

process, TFPC occasionally does come up with useful

recommendations for RBOC actions to prevent fraud, but those

recommendations are then often ignored by the RBOCs, at least

until other major pressures force them into action. Guggina's

example of Call Forwarding is a good one and provides an example

of how RBOCs often use "infeasibility" as an excuse for not

implementing needed protections, in spite of the fact that those

protection mechanisms are quite feasible. It has been almost

three years since the call forwarding issue was brought to the

TFPC. But Pacific Bell, according to its Reply Comments,9 is

still exploring and evaluating the technological and economic

feasibility of two of the most important of the TFPC

recommendations, which suggested reasonably simple and quite

feasible upgra~es to Pacific Bell's switching network: limit the

number of call forwarding paths, and limit the number of times

the call forwarding number can be changed. Pacific Bell had these

recommendations early enough that they could have been

implemented within a useful time frame. Bellcore listed numerous

fraud prevention requirements in its original documentation in

1989. Oddly enough, those Bellcore requirements were provided to

the TFPC stUdy group by the MCI representative, not by any of the

issued by other IXCs.

9 Pacific Bell Reply Comments at 58.
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RBOCs' representatives (who were apparently unaware of this basic

product description provided by their contractor). The two

recommendations that Pacific Bell says it is now considering:c

were part of the original issue statement that was sponsored by

AT&T at the TFPC early in 1993. The switch upgrades that

would be required to implement these recommendations have been

available for some time, and in fact have been implemented by

other RBOCs. Pacific Bell, on the other hand, according to its

Reply comments,:2 is still investigating the "feasibility" of

those available upgrades.

18. The IXCs have been forced to protest a number of RBOC

products that incorporate call-forwarding-like features that are

directly responsible for abuse of the IXC networks. The

tariffing of these defective products took place during and after

the closure of the Call Forwarding issue in the TFPC; so it is

clear that the RBOCs were aware of the problem, through their

TFPC participation. But that knowledge apparently did not provide

enough motivation for the RBOCs to implement fraud-prevention

mechanisms associated with their call-forwarding products.

19. This isn't just MCI's observation. Just last year, the

staffs of both the Arizona Public utility Commission and the New

>J Id.

11
TFPC Issue #26, initiated February 18, 1993.

12
Pacific Bell Reply Comments at 58.
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Mexico state Corporation Commission recommended that US West make

major modifications to its initial proposals to tariff a call

forwarding service so as to minimize the potential for fraud, and

that us West be required to credit IXCs for access charges

associated with any fraud that might have been encountered due to

the proposed product. The staffs' recommendations are attached

hereto as Exhibit A. l3 In both cases, after the staffs made the

recommendations, us West withdrew the tariffs. Many of the

proposed modifications were taken directly from the TFPC

recommendations, which were themselves based largely on

recommendations from the RBOCs' primary technical advisory body

-- Bellcore. The original Bellcore recommendation is attached

hereto as Exhibit B.: 4 As can be seen from a comparison of

Exhibits A and B, the staff recommendations are sufficiently

close to the original Bellcore recommendations -- the feasibility

of which is supported by the fact that they came from Bellcore

that it could hardly be argued that the staff recommendations

were infeasible.

13 Memorandum to The Commission from Utilities Division of
the Arizona Public Utilities Commission, Re U S West
Communications, Inc. - Tariff Filing to Introduce New Custom
Calling Features, Docket No. E-1051-94-298, (Arizona PUC April
20, 1995); Direct Testimony of Ken Solomon, Director of the
Telecommunications Department of the New Mexico state Corporation
Commission in In the Matter Qf an ApplicatiQn Qf US West
Communications, Inc. to Amend its Exchange and Network Services
Tariff to Introduce Remote Access Forwarding and Scheduled
Forwarding, Docket No. 95-392-TC (NM Corp. CQmm'n. filed sept.
20, 1995), attached as Exhibit A.

14
~ TR-TSY-000217, Issue 2, November, 1988, entitled

"CLASS Feature: Selective Call Forwarding," attached as Exhibit
B, especially at 4, 11-13.
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20. Another instance of an RBOC's attempt to implement

forwarding services without serious consideration of fraud

potential occurred recently in Iowa. US West filed a tariff for

remote access call forwarding (RACF) and scheduled forwarding

(SF). When the long distance carriers became aware of the tariff,

the Iowa utilities Board was very responsive and suspended US

West's tariff filing, pending the outcome of the Board's

investigation of the tariff. Ultimately, the dispute was

settled, with US West agreeing to monitoring measures to

facilitate fraud prevention."S

21. Incidentally, Pacific Bell is correct, in its Reply

Comments, in pointing out that the Arizona filing by US West, as

well as the call forwarding tariffs that Pacific Bell filed, were

related to wholesale and remote-access features, not to the basic

call forwarding service itself. But that does not change the fact

that it was the fraud potential of those features that caused

the Arizona and New Mexico staffs to suggest that US West should

implement the processes recommended by TFPC. Those features, as

Pacific Bell points out, are not themselves the basic cause of

call forwarding fraud -- the basic service itself provides the

fraud potential. But both the wholesale service and the remote

access feature do give a fraud perpetrator more convenient access

15 •
Proposed Decislon and Order Granting Joint Motion and

Approving Settlement, In re: U S West Communications, Inc.,
Docket No. RPU-9S-S (TF-9S-230) (Iowa Utile Bd. Feb. 23, 1996).
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to the basic service that he or she wants to subvert.

v.

RBCCs Have Been Inexcusably Slow To Provide Fraud Prevention
Mechanisms, Even When Quick Implementation of Those

Mechanisms Has Been Demonstrably Feasible.

22. The speed of implementation of fraud prevention

techniques depends greatly on the motivation of the parties

concerned. Technology is not the problem: As will be explained,

the IXCs moved quickly and effectively, when they had control of

the process; the LECs have moved extremely slowly, even when the

fraud potentials were pointed out to them in advance of

implementation of new systems.

23. After Judge Greene's order mandating premises owner

selection for all "0+" interLATA payphone calls,16 thereby

allowing other IXCs to compete with AT&T in the provision of

operator services, but prior to the implementation of the RBCCs'

line information data base (LIDB), the IXCs were dependent upon

independent data base service providers. During the initial

entry into these new services, the IXCs experienced significant

fraud related to the associated LEC products and billing options

(~, operator assisted LEC calling card, collect and billed to

third party calls). The IXCs worked with the database service

providers to develop fraud detections systems and bad number

screening databases. In the case of MCI, it designed and

16 United states V, Western Electric Co" Inc" 698 F. Supp.
348 (D,D,C, 1988).
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implemented its operator services system platform within 110 days

of Judge Greene's order. In addition, MCI had the database

service providers implement fraud monitoring and bad number

screening database capabilities within 45 days of initial

requests. Clearly, when appropriate incentives exist, such

preventive measures can be implemented quickly and effectively,

and RBOC claims of infeasibility of implementation are

demonstrably incorrect.

24. But when LIDB was implemented, the ability to access the

required data and perform the required database functions was

removed from the IXCs and transferred to the LECs who controlled

LIDB. The IXCs were seriously concerned about the fraud aspects

of LIDB long before LIDS was actually implemented, in January

1991. Two years prior to the implementation of LIDB, MCI raised

the fraud concern that LIDB would eliminate the valuable traffic

monitoring capability that was then being provided by the

database service providers. It is fair to say that the RBOCs

moved at a snail's pace in addressing MCI's fraud risk concerns.

It was not until 1994 that the fraud systems MCI requested were

implemented by the majority of the RBOCs, nearly six years after

the original request, with at least some RBOCs still in the

process of provisioning the capability.

25. It is easy to compare performance based on incentives.

It required 45 days days for independent database providers and
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110 days for MCI to implement the required systems. But it

required nearly six years for RBOCs to do so -- six years during

which the RBOCs collected access, B&C (billing and collection)

and LIDB fees for fraudulent traffic generated by their poorly

implemented products. We are not aware of any technical reasons

why the RBOCs could not have implemented the required fraud

prevention systems in time periods comparable to the short times

within which MCI and independent database providers implemented

such systems. But even if there were some excuses for significant

delays in implementing fraud-prevention features in LIDB, the

RBOCs could have recognized the valid fraud concerns and asked

the Commission for an extension of the cut-to-service date for

LIDB. There were no legitimate reasons to rush into LIDB once the

fraud risks were discovered. But the RBOCs' interest in gathering

the new revenues from the LIDB query fees led them to ignore the

fraud concerns, and move ahead with LIDB regardless of those

concerns. In either case, it is clear that the RBOCs lacked the

necessary incentives to address the fraud problems effectively.

- 19-



VI.

Pacific Bell's Claims of Fraud Prevention Actions
and Recognition Thereof

Are Exaggerated and. in Some Cases, Entirely Incorrect.

26. It is true that MCI presented an award to Pacific Bell's

MCI Account Team. However, that award was NOT for Pacific Bell's

actions concerning fraud prevention, as Pacific Bell claims in

its Reply Comments. l' Rather, it was for efforts of that Account

Team to arrange for Pacific Bell to provide facilities such as

dark fiber and SONET rings to MCT, Pacific Bell's claim that MCI

has commended it for its fraud prevention efforts is simply

wrong.

27. For Pacific Bell to attempt to portray itself as a

company that addresses fraud issues with due diligence18 is a

misrepresentation of the facts. Effective incentives for fraud

prevention by RBOCs do not exist. If such incentives had existed,

the Commission would not have needed to institute its proceeding

on toll fraud, Which addresses responsibilities for fraud

prevention and liability in the telecommunications industry.')

The fact has been and remains that for every fraud dollar that

MCI writes off due to poorly implemented RBOC products, the RBOCs

collect access, B&C and LIDB fees, thereby generating undeserved

17 Pacific Bell Reply Comments at 55.

18 Id. at 58.

19 Policies and Rules Concerning Toll Fraud, CC Docket No.
93-292.
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revenue. MCl does not have major fraud problems with any of its

own proprietary products. The majority of MCl's fraud loss

interdiction efforts are focused on damages caused by RBOC

services and products.

28. Pacific Bell claims 20 that MCI refers other BOCs to

Pacific Bell's Centralized Fraud Bureau ("CFB") to learn about

fraud prevention techniques. MCI has, indeed, referred other BOCs

to Pacific Bell, specifically with reference to Pacific Bell's

"Sleuth" system, but not for education about broadly applicable

fraud-prevention techniques. MCI hoped to encourage those BOCs to

pay more attention to fraud prevention, via use of the Sleuth

system. The reason MCI referred other BOCs to Pacific Bell was

that Sleuth was the only existing fraud-sensitive system that was

compatible with LIDB -- the database system used by many other

LECs. But even for those LEcs which do use LIDB, Sleuth only

addresses a limited range of fraud problems. It monitors the use

of LEC calling cards and certain operator-assisted calls, ~,

collect calls and calls that are billed to third parties. It does

not address the call-forwarding problem except indirectly, when

illegitimately forwarded calls are then used to place calling

card or operator assisted calls. The references were not because

of any broad-ranging fraud prevention programs within Pacific

Bell. In this regard, Pacific Bell is perhaps one of the least

20 Pacific Bell Reply Comments at 55.
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ineffective of the RBOCs in addressing fraud problems, but it is

far from fully effective.

29. Further in that same paragraph,-' Pacific Bell mentions

its efforts, through its CFB and "The Alliance to Outfox Phone

Fraud," to encourage consumers to help fight telephone fraud. The

consumer does have an interest in the control of telefraud. But

the consumer is clearly not in a position to create a significant

impact on telefraud problems if the products that are being sold

to the consumer are riddled with fraud risk factors. And many of

the LEC line services and products do indeed include such fraud

risk factors.

30. Pacific Bell claims to have done more than other RBOCs

to address the fraud issues that revolve around LEC calling cards

and operator assisted services22 by saying that its proprietary

fraud detection systems -- Sleuth and the Fraud Alert Systems

Tracking Database -- have been jUdged by experts as being "the

best in the country." But even if those systems are the best RBOC

fraud systems in the country, that is only half the story: the

other half is the gap between what Pacific Bell is actually doing

to prevent fraud and what it and the other RBOCs should be doing

to accomplish that objective.

21 Id.

Id.
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31. That gap is well illustrated both by shortcomings in the

list of "potential solutions" that Pacific Bell claims, on page

57 of its Reply Comments, to have implemented, and by Pacific

Bell's failure to implement the two recommendations that Pacific

Bell mentions on page 58. Pacific Bell is proud of having

restricted call forwarding to certain types of numbers -- 0+, 0-,

OIl, 10XXX, 900, NIl, and 976. But it has NOT blocked calls to

950-XXXX and 800j950-XXXX numbers. That failure enables

fraudulent callers to make calling-card calls from areas where

card-calls to specific locations have been blocked by the card

issuer because of high incidence of fraud. The LEC, of course,

collects access charges for those fraudulent calls. The items on

page 58, which Pacific Bell has not implemented, would also

assist in curtailing fraudulent calls. Those switch upgrades

would limit the number of calls that could simultaneously be

fraudulently forwarded from a particular phone, and would limit

the frequency with which the forwarded number from a particular

phone could be changed. Further, although Pacific Bell claims to

have implemented the 557 detection program, to our knowledge it

has not actually done so except in a few trial locations -- not

widely enough so that it could actually be effective in fraud

prevention. 23

23 Id. at 57. A further example, in Pacific Bell's Reply
Comments, of drawing inferences not supported by the facts is the
implication that one arrest in November of 1994 and six arrests
in March of 1995 have led to a decrease in the number of call
forwarding fraud cases. Id. at 58. Based on these limited data,
it is quite a stretch to suggest that those arrests have had any
significant effect on call-forwarding fraud.
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32. To the extent that Pacific Bell has implemented fraud

control processes, the primary motivation for doing so has not

actually been the prevention of fraud. Rather, the motivation

apparently arises from two primary sources: pressure from other

organizations and the effects on Pacific Bell customers of

fraud-prevention mechanisms put in place by entities other than

Pacific Bell. To wit:

- One influence was the numerous conferences and meetings

sponsored by MCI's Carrier Relations and other personnel

involved in LEC Billing and Technical Security issues, as

well as other IXCs, held to encourage expansion of the

Sleuth capabilities to address a more complete range of

fraud problems.

- The second influence was complaints from Pacific Bell

card holders who were justifiably upset that the Pacific

Bell card worked differently depending on which IXC network

carried the traffic. Each IXC was forced to block card calls

in areas where fraudulent abuse was rampant, because Pacific

Bell had not accepted liability for fraud associated with

Pacific Bell's calling cards. The IXCs' blocking decisions

differed from one IXC to another, depending on their own

evaluation of the fraud risks in a given area. If the IXCs

were indemnified for those fraud losses, or the losses were

minimized by effective fraud control on the part of Pacific
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Bell, then the IXCs would not be driven to block RBOC

calling card calls, and the performance of the RBOC card

product would be improved.

33. The basic point here is that Pacific Bell's anti-fraud

efforts have generally been implemented only in response to

outside pressures, after the fraud problems that should have

been addressed in the initial product design had become major

problems to other providers. The problems are typically not

addressed in the initial product designs, in spite of pointers

and recommendations from those entities that are forced to bear

the burden of fraud produced via those products. MCI very much

supports the actions of PUCs in rejecting or questioning tariffs

in which fraud potentials have not been fully addressed. We hope

that such actions will help to motivate RBOCs to address fraud

problems in advance, rather than after the fact.

VII.

Final Conclusions

34. The position Pacific Bell has tried to portray does not

correspond to the reality of the fraud control processes in TFPC

and in the telecommunications industry generally. I have been a

member of the TFPC for more than five years, and have personally

observed the degree to which RBOCs implement the fraud prevention

measures recommended by that body. Further, I have noted that the

expertise of at least some RBOC representatives in matters of
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fraud responsibility and the effects of fraud on IXCs is

questionable. For example, the TFPC co-chair mentioned in the

Pacific Bell response: 4
-- a representative of Pacific Bell

was not aware of such an elementary point as the fact that IXCs

pay access charges to Pacific Bell and the other LECs, until just

this year, when it came up in a discussion about an article that

addressed the subject. Obviously, that representative was not in

a position to understand the nature or the magnitUde of fraud

costs that would be borne by IXCs because of RBOC products for

which IXCs not only receive no revenue, because of fraudulent use

of the prOducts, but are also required to pay access charges to

RBOCs for the "privilege" of carrying the associated non-revenue

traffic!

35. The TFPC recommendations have not been adequately

effective in preventing fraud. This is not only because of flawed

recommendations, although, as discussed above, some of those

recommendations are less than ideal, but also because those

recommendations are often not implemented by those companies that

are in the best position to effectively address the fraud.

Whether consciously or unconsciously, the RBOCs often use TFPC as

a mechanism for discussion, rather than action, on

fraud-prevention issues.

? 4 ••
" Pac1f1c Bell Reply Comments at 56.
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36. MC! attempts to limit the fraud impacts of LEC products

by restricting the use of those products when the threat can be

recognized. Obviously, MCl would prefer to carry the traffic

associated with these LEC products, rather than having to limit

their implementation due to excessive fraud risks. But MCl cannot

do so in a competitive environment when the LEC products generate

so much fraud costs. The major source of fraud loss risk for MCl

and the other lXCs is LEC products and line services.
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TO Z 'l'R1 COfGla••XOM

FRONt Dt11!t1•• O!viaion

DArB: Apcil 20, 1995

U: g • WDT COJIIIU1f%CA'1'IONS, IMe. - TARIn PILING TO Ilft'ROOUC!
lQDf COSTON CALLING nA'1"t1RBS (DOCDT RO. &-10'1-'.-2'8)-

On Aupst 24, 1'~4, U • WBST ca-Wlieaticm., Inc. (U S WEST)
riled t.ritt reYi.ion8 to in~educ. new eu.toa Callin9 f ..~ure5.
The Ccma1••ioft ini.tially suspended the tl1in9 tor to clays (Deaision
No. 58791, 4.~ed sep~.aber 21, 1994) and t~ suspende4 the
fi,l1n; tor an ad41tional 180 days (Deal.ion RO. 581J3, dated
HOV.-lMr ~, 1".). The in~.rex=."9. cU'riera (IXca) had apr....d
ooncern tIlat tb. ~o~ new t ..tur.. oould r••111t in !nor.Mel
billed, but UDool1eated, char,.. f~ telephone oa11. and the
sv.epena1an pezoiod v.- to allow 0 • WIn and the IXCa the
opport\lft1~y ~o ...t and detel"'lllna it the ••rvice could be .a4e
acteepta.ble to bOO.

'the propo.e<t naw c:u.to. callin9 f.at-ur.. are a••ate AGO•••
l"Orwarding eMF) and Schedul.d For;vllrcu'mJ (SF). aotb futur..
pexwit eustoaKlt to forward 1ftcoainq cralle to aftot.ber number.
While tbe pI:'OCJZ"8 able C1a11 forwarding ..rvice. t:bat are currently
.vallabl. al8't be .~j,~ted aM CSeact.ivatad trOll the sw.criber's
awn phone, vitb 1:b•••"i.ce. propo••d 1n tnt. t il1ml. cuat.cnner8 c::an
activate, cl~t1vat., = c::banq. their "forward to" n\Ulber trcm any
tone 41al:1119 phoM by c11alinq a local mmNr and wdnV a
sUbec=~wapeaific ~anal 1den~1tioa~ioft nataer (PIN). '1'h.
10"1 m.... provlcl•• _00••• to an .u~oaated syat•• wbleb usa. a
5"1.. of prollpta i:o VUicie C\IS~01leZ'. to uJ(a abancJ.. via the phone
keypad .1: any loc.elon. With 8c:tleduled Fo.rward1l\9, .~r1ber. can
a1&O pr.pr~ the .,st_ and -=edul. in advance .pee1t1c times,
daYl anc:l 4••tination nUJDbers to Whioh theil" 1nc:oainq ~.llB will
tcrvard.

11la XXc. are~ becau•• th_ 8",,1088 allow eu.to.era
to acUvate, 4••~vate, or ahal19. ~h. "forward to- nuabar rrOil any
tone d1a11rl9 phone, not just trOll the .uba=1be1:' t. phone.
AQQOrctinQ to the IXe.. because of the rClOta acce_ capability, MoP
and Sf yculcl " .or& ·•••ily us.d "t1y third parties to fraudulently
a~oe•• an4 uee .ubacriber.· phone nuabera to aake unauthorized
calle withou~ the knovlec1qe ot the c:wat.c.-r. rrau4ulent callS are
M important issue to IXca ~(;4~.. ngt onl)" do they not get
••i~.~ tor th. u.. of th.ir network on such calla, but Alec
have toV,1,oriq$.Dating and ~et:1Dinati.nq ace... ~o the local
e)(Change .carriers tor ~.s. traudulent: calls; on which the IXCs
~~aiu_ ~~ ~~~_~••~;~"



-

-. -. -......~. ':"

'l'HB~••%ON
April 20, 1195
Pav. 2

u s ~, how• .,.zo, believ•• ~t the ,zooposees ••"lc••, Whlch
inoorporai:. A~aecl tni:.11198ft~1f.~rJt (AIR' aapabi11~1•••\lab ••
~tuleed ~ll traucl a«een1nq allCl call f'Qrwardlnq ~..trictlon.,
will Pl'8'Y4IA~ any .i9fti:t1a.nt level of t~.uc1 trOll ocOUJrrinf in
conjunction vit:h the ~~.. ..n1Oft. MeorcI1". to ~. I}CCtI,
.iflftU1oant: I!ra. II.. OCCNn'tId w1tJl _~ AOOe.. ~o Qall
rorwar411'19 (MCl') wb10b 18 .....ice .,~.... .., oUer R80Ca an4· 1•
• Wl.a: ~ MI. 11 a~ 1LoveftZ', d1t~..enti.~ 1t.. propoaed
H&'Vio-a fro. .1Ja11aZ" ....ia., 11k. :u.cr, by paintinq out that
MCP 1. a central office .atld aarvic. t.bat do•• not u-eiliz. aft)' of
the AD toll. fraud .arMZ11nq cap.~illti.a that ar. built into ita
~opoad RAP and IF "rYic•••

On .~ry 9, 1195, 0 • WSiT rev1aed it. Auvuet 24, 1994,
f'U1ng_ At. ftatt t • l:'eqUs.t, tile ~opoMd tari.ff v•• 1!'evis" to
inc:luc!e • U.•t. of rs.'tz'i~e4call torvaninq d..~1ft.tiOft. :tor call.
tCX"WU'ded lsy JItAF or SP. 0 8 1fU'1' h.. .~ to r ••Ulat 11ne.
aqu1ppeel wit:ll U7 O~ SF troa foZ'VaN111CJ = 4~ift&t1ona tbat havs
typ1aally -.n uaed to ~l.U :tnudulem: call.. Inoluded 1n 'the
l1a't of rM'tZ'ic~e4 caU••Z'.: 1n~ernat1onalcall.; 100, 700, 900,
1150, = 9'76 oalltl: all operat= _i.ted d1alinCJ urantaen1:. auch
a. 0+ and 0-1 .11 and 555-1312 ~__t.ion calls; t:hird-nWl~r

b111.cl calla; apeed elialee! oal18. Adelitionally, no a01'e than tour
o.lls FC ho\l~ would be allowed ~ be forwarded under this ••nice.

'the IXC. bave~.4 that 1n ~4tition t:o the r ..tri~ed
call forvardinq d..tine'ion. propa.-d 1D U 8 WIST'. ravl.1ona of
r.bruary " 1.tl, 0 • waIT ~.vent the forward1n9 ot calls tbrovqh
au and 8P too paypllon... Accord1nq to u • 1IBI'1', the technioal
OApa!ti11q- .0F~ .. and U' trOll torwarclinCJ oalla ~ peyphone.
cloe. not avre"~ly exist, .bQt 1. bain9 cln.lvpeC and will be
a"a11able v1t1l11l .pp~ox1ut.ely six (6) 1lOfttiI.. tftle Ixe••~. also·
coneemad tha~ • a141\itieen't ft·..... ot traaul.at coll.ct oalls lIay
be COIIPl.tecl ui.ftt til... senia.. u4 bave requ••ted tb.a't U S naT
restriot ~.. al.o. U I -.IT. bOWeYeZ', re.ls tha~ the .b11ity to
tOZ'Vu4 Clolleot oall. i. an Ulportant CIOIIP01"ent of tb1••ervioe and
that a laZ09- part of fraudulent col1~ oal18 ar. .aele to pay
telephoD... Pr.ven~1nq calla tre. be~9 forwarie4 to pay
t.elepbtm••, thtlft, would aiqnit1c:antly reduce ~. po~ent1.1 tor
fraud em colleot calla torwardacl by »'1' ox 8'.

For each line, buain_ or t<••i4enoe. equ1pped with ReJIOte
ACC4I.. FOlVllrcU.ft9 and SClbeduled f'orvar41nq, the proposed IlOn~ly
<:he.Z"V" .zoe .6.95 and .7.95, re.,.ctively. o. WEST propg••• to
vaive the .tandard $13.00 i~.talla~1on Charqe in an .r•• ~ur1~ a
90 day in~roduc:t1on periOd. In lldcUtj,on, it durin; the first 60
days ~rOll 1fta~allation, the customer ia not satisfied with t.he
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.1lrY1ce. ~h. aQIIto.r .., abanqe to • .i~f__~ G~ll forwarding

..-.iae at. 110 acldl~i.ona1 __l'ge oZ' 0' B _'1' vill oredi~ i:h.
CN8~0IItI&"'. acooum: 1:ha ...ut:. bi.lled tor the .a",lee.

I~tf .... 1'••1..... u 8 Uft'. slippoftil'lCJ lnfenaat;!oft· and ha.
deterainecs that: til. pnp.ed rat:aa GO.eel the caet.a of ~icUnq
til_ MJ'Yioe.. .ta~f nCH aDda t:laat tJse tu'iff be apprave4, as
a:evl"', Oft u i.nt.aria _ta tw • pa-iod of ~J.". (11) acm1:h••
staff 1a r~dlJl' lm:e1:'i11 8PPloval .0 tat au and IF can be
offend Oft • t:rl.1 ba...... ft. INZ'P'•• of the tol'ia1 1. to 9~. tbe
.tt~ the prape••4 8U'Vloe- hav. Oft ~11 fraud level••

autt ftlrther ACMIIMftda tha followinV:

* Tbat cl1Iring' 'the tr1al period. V I nrr provide the
%XC. the i:aleplloM nlaben of Wb.orilNn too JIAJP and
SP. 8\l1tac:z-ilten' _.lepbcme nUJmerB wulcS1)e pR'Yidwd
~o the IXC. umtaZ'. tIM t~ of a proteot1v. &9%'e-nt.
'!'hi. mmber iatoraatlon 'WUld _ u..cs by the IXe.
aolaly for tlae~ of 1dent.J.fy1nc; .\18peo1;_ t:oll
fraud a.sooia1:ed V1th th... Mn:i.~. '!'he IXC. should
notity U • ,..., if My ai.plfioant f~.a 0CG\1r5 within
three (3' ¥onin9 «ara. .ub.cr1bers should ~
notiti.t ~at tbi. 1nfona~1on ia beinG provi4ed. to
t:be DCII.

• '1'ba~ U 8 ..,. _itor and collect any 1nfona~1on

"blab ••cn..nu ~ ~lfl.. M' oZ' 81' fr-awl suClh ••
any CN8~~Z' b1111ag "i~ 1Uld. beOau.. ot
....-ot- toll ftaud .aacH:i.~ed viti! th.....rvices.
aiIf u.fonat.ion will allow V S "'1' t.o identity any
Ml' and II" h'a1ad t:ha't ooeur.. Al.o, the 1ntorM~ion

ael1t1crted can be UMd at the and of the uelal per1oc1
to qaan~ity ~ .tfeot tb_ propoaed ..Z'Vioes bave
bad on toll tral1d 1....1. c1urint ~. tZ'ial.

• '!ba1: tl • WI8T not " allowed to au,. the IXea tor
tIM ace... eM",_ pOZ'tion of thoR UP uct SI' aalla
Md. dviftCJ ~ ...lal period which vere t~.udUl.nt.

Aceoriift91y, at. t.lW eft4 of the 'trial period t1 • waT
will ared1t the IXes tor any acce•• that baa bMn pa1d
iJ'l conjunct1on vi~ a tra,,4ulent. JUt,!' or SF call.

• Thai: ninQty (90) day. prior to tbe enc1 ot the 1nt:u'ill
approval period, U 8 WIST 8bou14 '11. for pe~nen~
approval or the tariff filin9 it i~ 80 4••11'''. At
this tiDe. U S WEST abcn1.l4 wbai~ the intoaat1on it

~ , .... -.:::.
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collected durin; the trial oonaerninq 1n.tanc.. ot
toll fraud and any action.. it ba. taken to further
a1n1a1a. tnueS.

• That. V • WB8'l' innall the c.pUi11~y 1n its network to
prevent oal1 torwarcS1ft9 ~ RAI' an« SF ~o payphon••
vl~1n ..,pen (7) IIOntb. o~ tile da1:4 ot this co_i••ion
or:.ter. If 0 • 1fB8'1' expecu tJaa~ it oennot ...t toni.
J:'ecpiE'elMft~, suft t\lZ'~1' ~~.ncla~at t1 S WEST ),e
Z'.1red ~ t11. for u extaNl10n ot ~1.Ite ~o ••et
'th~.~~ on or MCore OCItobar 1, l.g95 , and it
the ~naion 1e n~ r'"l'l••~, or deniacS, tbat. t1 S
waT be required. to ."....,d ott..inq the !tAl' and Sf'
aerviQa until Ul. eoapany b•• oertiti4ld to ec.ai••ion
Staff tbat it oaft prevent call. forwarded ~y ~, an4
S,~ reacb1ft9 pay telephones.

* That u 8 W'BS'1' 1ntO%'1l all .ul:IeGZ'1bera to JtAI' and S'1' of
t~ 'trial period and tobat pe%'Wafteftt approval of ~he

~ie.. 18 not a••ured.

/~...<
Gary ftQUinto
Director
otil1t1.. Dl~i.ian

ClY:DS:lhb/CCK

OJaGXHATOR: Del h11th
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DIRECT TESTI\10"y' OF KL";' P. SOLDMO~

\/es, Si...ch a s:a,ement s :'lc;l-Ged :- ;l.ppendix A, a~ached :0 U":is test r.:ony,

IN PRE?AR1NG vJUR TESTI\-10NY WHA T DOCUMENTS AND INFORMATION

HAVE \,IOU REViEWED;

· ij. '-.'

• 1

• I

,A . I have rev;ewe<j the direct testimony of Ms. Peggy Nownes who fjled testJmony

on behalf U S WEST Communications (the Company), Mr. David Jordan for

MCl, Ms. Lilli Calcara for SPRINT and any and all exhibits attached to the

:J

:.1 Q.

:5 A.

.::

.3

aforementioned testimony.

WHAT IS THE PURPOSE OF YOUR TESTIMONY IN THIS PROCEEDING?

The purpose of my testimony is to put forth StaH' 5 position regarding the

Scheduled Forwarding (SF) services

HAVE SPRINT AND MCI RAISED CONCERNS ABOUT THE POSSIBIU;'( OF

C~AUD ASSOCIATED WITH THESE PC10DUCTS?

20 A. Yes they have.

sec Docket No 9S-392-TC
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~, ,-,-, t:

J

:0

,,,,.
1 ..

13

15

I ',I)

"3

:9

20

Q.

A
1-'1.

C;:LLJ vCLo~EASECISC'..':SS -~E: SS:JES St..' RF10UNOI NG ,::::i,t.L, C :'~ ,"-10RE

iJETA:L?

CeraJr,ly -'''e Company s:ated r -gstimony :rat t'le prooiems ~alsea by tre

[xC's assoc:ated wltn t,;:rd par'(: Ilrg, forwarcing to a rest;'c:ed lire and

customer authentication rave been salved and ::lat they are ur,aware of any

toll fraud problems in any of the eight states where the Company currently

provides the service (Nownes Direct, pg. 17, Ins 17-20) Yet, the Company

is unwtlling to indemnify the IXC's for any toll fraud that may occu' (Jordan

Direct. pg. 5. Ins. 5-12), In fact. Ms. Calcara claims that in the second quan:er

of 1995 alone SPRINT has suffered toil loses in the amount of $ 330. 000 as a

result of Call Forwarding and RAFiSF in the U S WEST's territory.

COULD YOU PLEASE DISCUSS YOUR RECOMMENDATIONS REGARDING

AUTHENTlCATlON OF RAF AND SF SERV1CE ORDERS WHICH WOULD HELP

TO PREVENT TOLL FRAUD 7

Yes. In order to authenticate a genuine order for the services in question the

Company could simply taKe the customers order and then follow this up with

a confirmation letter sent to the billing address associated with that customer,

sec Docket No 9S-392-TC 2
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"liS oroceC;Jre 'Nould

14

lS

:9

20

c.

A.

forward cali at anyl!me W\tiout arv " ..:r:""er reed ·or reoeat author:zat on.

COULD YOU PLEASE DISC'~SS 'r Ch."R RECOMMENDA TrONS REGARDING

CALLS FORWARDED TO A RESTRICTED UNE AND FORWARDED CALLS THAT

ARE Bill_EO TO THIRD PART1ES7

Yes. USW does not address the Issues of the fraud potential Inherent in the

ability of a "fraudster" :0 forward calls ~o a restricted line in its direct

testimony. This is a problem on anntra as well as on an interstate basIs. The

Company c1o.e.s provide a solution for the potential problems associated with

In!rastate third party billing to a forwarded line but does not provide a solution

for in!acstate third party billing

The Staff therefore recommends that before mese services are deployed

~..,~ Companv deveioo ana ceplo\{ a -nethod to ensure that calls cannot be

forwarded to a restricted line. The Staff further recommends that U S WEST

utilize their Line Information Data Base to mark telephone lines that have been

SCC Docket No 9S-392-TC 3


